SOY TE THANH HOA CONG HOA XA HOI CHU NGHIA VIET NAM
BENH VIEN UNG BUOU Doc lip - Tw do - Hanh phiic

S6: AHAA/BVUB-HDMS Thanh Hod, ngay 25 thdng 12 ndm 2024
V/v yéu ciu béo gia

YEU CAU BAO GIA
Kinh giti: Céc nha cung cap
Bénh vién Ung budu tinh Thanh Hoa c¢6 nhu cau tiép nhan béo gia dé tham

khao, xdy dung gia : bao tri, bao dudng thiét bi phan cung CNTT cho Bénh vién Ung
budu tinh Thanh Héa , n6i dung cu thé nhu sau:
I. Théong tin ciia don vi yéu ciu bdo gia
1. Pon vi yéu cau bdo gia: Bénh vién Ung budu tinh Thanh Hoa
2. Thong tin lién hé ctia nguoi chiu trach nhiém tiép nhan béo gia:

- Ho va tén: Tran Thj Thuy Linh

- S6 dién thoai lién hé: 0977.116.394
3. Cach thire tiép nhan béo gia:

- Bdo gid giri vé dja chi: Bo phan vin thu, Bénh vién Ung Buéu tinh
Thanh Hoa, Ngo 958 duong Quang Trung, Phuong Déng v€, TP. Thanh Hoa

- Ghi r6 ngi dung: Béo gia béo tri, bio dudng thiét bj phan cing CNTT
4. Thoi han tiép nhan béo g gid: tir ngdy 25/12/2024 dén trude 17h00 ngay
04/01/2025

- Céc béo gid nhan dugc sau thoi diém néu trén s& khong dugc xem xét.
5. Thoi han ¢o hleu lyc cua bdo gia: Téi thiéu 15 ngay ké tir ngay phat hanh bao gia.
I1. Noi dung yéu cau bao gia.
1. Danh muc hang hoa dich vu: (Phu luc 01 kém theo)
2. Pia diém cung cép hang ho4, dich vu: Bénh vién Ung budu tinh Thanh Hoa.
3. Thoi gian giao hang du kién: Sau khi hop dong duoc ky két.
4. Du kién vé céc diéu khoan tam (ng, thanh toan hop ddng: can ci theo hop dong
ky két.
5. Yéu cau khac: Gia trong béo gié dd bao gébm thué VAT va céc chi phi lién quan
khac.

Noi nhgn: TM. HQOI PONG MUA SAM
- Nhu kinh guri; §
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PHO GIAM POC
Nguyén Quang Hung
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TT | Danh muc | Xudt sit, ky ma hiéu, nhian mac cia san | DPVT | S6
hang héa pham lwong
I | May chu 4o hoa | Hang san xuat may tinh chinh: HPE Chiéc 3
ing dung, | Xuat xir may chinh: Singapore
CSDL. Test Ki md& hi¢u mday chinh: Part
number:868703-B21 Description(Tén mé
ta): HPE ProLiant DL380 Gen 10 8SFF
L onﬁgure -to-order Server
2 | SAN switch [lang san xudt may chinh: HPE Bo 1
Xuat xtr may chinh: Czech
Ki ma hiéu may chinh:
Part number: QW937B
Description: HPE SN3000B 16GB 24-
port/12 port Active Fibre Channel Switch
3 | Tu dia Storage Hang san xut may chinh: HPE Chiéc 1
Xuét xt may chinh: China
Ki ma hiéu may chinh:
Part number: H6Y96B
Description: HPE 3PAR 8400 2N+SW
Storage Field Base
4 |Phan mém 4o | Hang san xuat may chinh: Vmware Phan 3
héa cho may | Ki méa hiéu: Vmware vSphere Standard mém
chu
5 | Phan mém quénﬁki} léhg san xuat may chinh: Vmware Phan 1
tri ao hoa Ki ma hiéu: Vmware vCenter Server mém
Standard
6 |Bo dinh tuyén | Hang san xuat may chinh: Cisco Chiéc 2
(Router) Xuat xir may chinh: China
Ki ma hi¢u may chinh: ISR4431/K9
7 | Heé th(z)r_lg I lang san xuat may chinh: Cisco Chiéc 2
Switch  trung | Xuat x(r may chinh: China
tam (Core | Ki md hiéu may chinh: WS-C2960X-




Switch)

24TS-L

8 |Hé thong | Hang san xut may chinh: Cisco Chiéc 9
Access Switch | Xut xit may chinh: China
toa nha Ki ma hi¢u may chinh: WS-C2960X-
24TS-L
9 | Hé thong | Hang san xudt may chinh: Cisco Chiéc 19
Access Switch | Xuat xit may chinh: China
tang Ki ma hiéu may chinh: WS-C2960X-
24TS-LL
10 | B tuong lura | Hang san xuat may chinh: Cisco Chiéc 2
(Firewall) Xuat xir may chinh: Mexico
Ki ma hiéu mdy chinh: Firepower 2110
Master Bundle(Ma san pham:FPR2110-
NGFW-K9)
I1 | Thiét bj diéu Hang san xuat may chinh: HPE =~ Bo 1
khién khéng | Xuét xtr may chinh: China
day Ki ma hiéu méy chinh: AIR-CT3504-K
12 | Thiet bi phat | Hang san xuét may chinh: Cisco Chiéc 21
song khéng day | Xuét xir may chinh: China
Ki ma hi¢u may chinh: AIR-AP28021-S-
K9
13 | UPS Hang san xuat may chinh: Eaton Bo 2
Xuét xtt may chinh: China
Ki ma hiéu méy chinh: 9E20K1
14 | Phan ctng | Ki ma hiéu: PowerEdge R740 Cai 1
PACS server Mi san phim: PowerEdge R740 XL
Server
Xuat xir: Malaysia
15 | UPS 6 KVA Ki ma hiéu: ARES AR906IIRT Bo 1
M3 san pham: ARES
Xuat xt: China
16 | Network Kima hiéu: S4112T-ON Bo 1
Switch(12 port | M4 san pham: Dell EMC Switch S4112T-
x 10GB) ON
Xuat xtr: Taiwan
17 | KVM véi man | Ki ma hiéu: DAV2108 Bo ]
hinh Mi san pham: Dell DAV2108 8-port




Xuat xr: China

an-alog, upgradeable to digital KVM
switch with 1 local user, 1 power supply

I1. Cdac ndi dung cong viéc can thuc hién.

2.1.Bdo tri bao dwdng hé théong mdy chii

TT

Hang muc cong viéc

A A
Tan suat

Pap tng xtr 1y su cd dot xuét

Phéi hop xtr ly trén hé

1 thdng sau téi da 5°. Hd tro
xir ly truc tiép sau téi da 60
2 | Kiém tra backup may chu | thang/1 lan
Vé sinh may chu 6 thang/1 lan
4 | Kiém tra, cap nhat Hé diéu hanh trén méy chi 1 thang/1 lan
Don rac hé théng (X6a tap tin rac va phan \
B i e i A I théng /1 1An
mém khong st dung) trén may chu
Chay DiskDefragment — Kiém tra va tdi uu .
G e 6 thang/1 14n
hiéu suat lam vi¢c cua may chu
Kiém tra méi truong hoat dong cta hé théng: n g
7 b o A:g 'A'g, G 5 1 thang/1 lan
UPS, nhiét d9, do am, khong khi luu thong...
Chay céc phan mém chuéan doan 16i 6 clmg va
8 | nhiét do server dé phat hién thay thé thiét bi 1 thang/1 lan
kip thoi
Tu van khuyén cdo, nang cap phan cimg, \
8 v i g I thang/1 14n
phén mém 7
10 | Kiém tra cac quy dinh truy cap Internet 1 thang/1 lan
Kiém tra Log may chu dé phét hién va sira 18i ;
ST T b A s 1 théng/1 14n
may chu néu co
Kiém tra, cap nhap phan mém anti virus, loai
12 | bo cac chuong trinh gidn diép khéc: malware, 1 thang/1 lan
troan, keyloggers..
Phéan quyén hé thong theo yéu cdu va nhu cau i 8
13 | q y . & Y Sau 30’ khi ¢6 yéu cau
khach hang
uan tri chia sé tai nguyén server: Quyén o iR
14 Q i (St 5 RO S0 Quy Sau 30’ khi c6 yéu cau

nguoi dung, chia s¢ thu muc
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15

Quan trj bao mat server: Quyén truy cap may
chu, cau hinh firewall, ddnh gi4 thong tin cdu
hinh

Sau 30’ khi ¢6 yéu cu

16 | Quan tri DHCP, DNS Sau 30’ khi ¢c6 yéu cau
b. Thuec hi¢n bao tri, bao duing cdc bj luu dién UPS
TT | Hang muc cong viée Tan suat
1 | Vé sinh tong thé thiét bj 6 thang/ 1 lan
2 | Kiém tra téng ngudn tiép xtc ca cac thiét bi 6 thang/ 1 lan
3 | Kiém tra thoi gian chiu tai, kha niang cung cap dién khi ngit | 6 thang/ 1 lan
nguon dién lugi cung cap vao thiét bi dé danh gi tinh trang
dc quy
¢. Thuec hi¢n bao tri va quén tri hé thong mang
- -
TT Hang muc cdng viée Tan suat
1| Pép tmg xtt ly su c6 dot xuét trong gid Phéi hop xur ly trén hé
hanh chinh thong sau ti da 5°. Hd tro
xu ly truc tiép sau téi da 60°
2 | Khao sét ha ting CNTT va tu van cdu hinh  Khi ¢ yéu cdu
mang, quy hoach dia chi mang
3 | Backup c4u hinh thiét bi khi c6 thay dbi Ngay sau khi thyc hién
4 | Ghi ho so theo dai hé thong (sd bao tri) ' Dinh ky hang thang
L_ |
5 | Tu van nang cap phan cting, phan mém Khi ¢6 yéu cau
6 | Panh gia hiéu nang c4c thiét bi mang chinh  Khi ¢6 yéu cau
(Router, Switch, Firewall...) |
7 | Ra sodt, tu van t6i uu hé théng wifi Khi ¢6 yéu cau |
8 | Phan quyén hé théng theo yéu cau va nhu cdu | Khi ¢6 yéu cau ;
khach hang J
9 | Mo port cho phép bén ngoai truy cap dich vu | Sau 30’ khi c6 yéu cau
cua server bén trong mang khéach
hang(camera, web, server...)
10 | Céu hinh VLAN, port trunk, port access

Sau 30” khi c6 yéu cau




11

Cau hinh access-list, mot s6 policy trén thiét | Sau 30’ khi c6 yéu cau

bi mang

12

Kiém tra log cac thiét bj quan trong phat hién | Sau 30” khi c6 yéu cau

va sira 161

d. Thyc hién téi wu héa ha ting mang, Server, data storage

TT

Hang muc
cong viéce

Noi dung

Ha téng mang

Khao sét, danh gia hién trang ha tang mang

Cau hinh chinh sach an ninh, an toan lai tat ca cac switch
distribution va switch core

Céu hinh giam sat luu lugng cac port trén tat ca cac thiét b
switch trén PRTG

Kiém tra va dua h¢ thong firewall vao hé théng

Backup cau hinh cua tit ca cac thiét bi mang

Cau hinh hé théng quan 1y méy tinh két ndi vao hé théng
mang qua dia chi MAC

Ha t.'?mg Server

Khao sat, danh gia hién trang ha ting server

Phoi hop véi cac don vi cung cép dich vu phan mém cuta
bénh vién toi vu lai hé thong may chu

Kic¢m tra va ra soat lai cdc mdy chu 4o trén Esxi

Dénh gid, kiém tra hé thong backup ctia hé thdng

Ha t:fmg data
storage

Danh gia, kiém tra ha tang Storage

Lén phuong 4n, ké hoach nang cép tai nguyeén luu trir




